
6.15    monitoring and tracking systems 

Describe why and how a workforce or member of the public can be monitored 

or logged? 

Why? 

 The person may be an offender who is released from prison on 

understanding that their whereabouts are known at all the times 

 An elderly person may need to be tracked to ensure their safety 

 It may be necessary to track somebody taking part in a marathon to 

determine their position and their time to complete the race. 

How? 

1. An ankle monitor makes use of RFID technology by 

inserting a microchip into the device which is strapped to the 

ankle. It sends out radio frequency signals. These signals 

contain the person’s location and other data. They are 

temper-proof devices and automatically alert the authorities 

if an attempt is made to remove the monitor from the ankle. 

2. GPS monitoring is also used so that the person can be tracked outside their 

home. This allows the exact location of the person to be known all the times. The 

GPS system works by sending signals to the mobile phone which the person must 

carry with them all the time. 

3. CCTV cameras are also used to monitor 

people in streets and shopping malls in case of 

crime or any suspect activity. 

 

 

 



Describe how the use of cookies can be used to monitor a person’s internet 

activity 

A cookie is information saved 

by your web browser, the 

software program you use to 

visit the web. Cookies can be 

used by companies that 

collect, store and share bits 

of information about your 

online activities to track your 

behavior across sites. Cookies 

also can be used to customize 

your browsing experience, or 

to deliver ads targeted to you. 

A cookie allows sites to record 

your browsing activities – like 

what pages and content 

you’ve looked at, when you 

visited, what you searched 

for, and whether you clicked 

on an ad. Data collected by cookies can be combined to create a profile of your 

online activities. 

 

Who places cookies on the web? 

 

First-party cookies are placed by a site when you visit it. They can make your 

experience on the web more efficient. For example, they help sites remember: 

 items in your shopping cart 

 your log-in name 

 your preferences, like always showing the weather in your home town 

 your high game scores. 



Third-party cookies are placed by someone other than the site you are on. These 
may include an advertising network or a company that helps deliver the ads you 
see. They may be used to deliver ads tailored to your interests. For example, if 
you read an article online about running, a cookie may be used to note your 
interest in running, and add that to a profile. And you may see coupons to save 
money on running shoes. 
 

Describe the use of key-logging 

Most sources define a keylogger as a software program designed to secretly 
monitor and log all keystrokes. Developers and vendors offer a long list of cases in 
which it would be legal and appropriate to use keyloggers, including: 
 
 

 

 Parental control: parents can track what their children do on the Internet, 

and can opt to be notified if there are any attempts to access websites 

containing adult or otherwise inappropriate content; 

 Jealous spouses or partners can use a keylogger to track the actions of their 

better half on the Internet if they suspect them of “virtual cheating”; 

 Company security: tracking the use of computers for non-work-related 

purposes, or the use of workstations after hours; 



 Company security: using keyloggers to track the input of key words and 

phrases associated with commercial information which could damage the 

company (materially or otherwise) if disclosed; 

 Other security (e.g. law enforcement): using keylogger records to analyze 

and track incidents linked to the use of personal computers; 

Describe how worker/employee call monitors can be used 

Employee call monitoring allows managers to listen in to employees’ telephone 
calls for the following reasons: 
 To improve the employees performance (e.g. at a call center) 
 Allows the managers/supervisors to join in a call where necessary 
 Can be used as a training tool 
 It allows a company who are concerned about security to monitor all calls 
 If the workforce move around, it can be used to make sure they correctly 

represent the company whilst out of the office 
 
Describe the three types of call monitoring. 

1.  monitor: this allows the managers/supervisor to listen in on calls (the line is 
muted so that neither the employee or the other person being called is aware of 
their presence). 
2. whisper: this allows the manager to speak to employees to help them with 
a call (only the employee can hear the manager/supervisor’s voice) 
3. barge: this allows the manager/supervisor to be heard by both the 
employee and the other person in the call). 
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