
Chapter 8 Safety and security 

8.1(a & b) Topic: Physical safety 

Some of the most common examples of safety risks and with their possible solutions are listed 
below: 

Electrocution 

 Use an RCB (residual current breaker) 
 Check insulation on wires regularly 
 Don’t allow drinks near computers 
 Check equipment on a regular basis 

Trailing wires (trip hazard) 

 Use cable ducts to make the wires safe 
 Cover wires and/or have them neatly tucked away (under desks, etc.) 
 Use wireless connection wherever possible. Thus eliminating cables altogether 

Heavy equipment falling and causing injury 

 Using strong desks and tables to support heavy hardware 
 Use large desks and tables so that hardware isn’t too close to the edge where it can fall off 

Fire risk 

 Have a fire extinguisher nearby 
 Don’t cover equipment vents 
 Make sure that the electrics used in the hardware is fully maintained (i.e. portable appliance 

testing) 
 Ensure good ventilation in the room 
 Don’t overload sockets with too many items 
 Change to low-voltage hardware wherever possible (i.e. replace CRT monitors with LCD 

monitors) 

 

8.1 (c ) Strategies to minimise the potential safety risks 

In the home, the user needs to have a good health and safety strategy and to carry out the following 
tasks on a regular basis: 

 Check the state of the wires and make sure there are no lose wires in the plug or the plug isn’t 
cracked or broken. 



 Make sure that drinks are well away from the computers. 
 Fix wires along walls and behind the desks wherever possible so that they should not come into 

contact with people. 
 Don’t cover computers with paper or fabric since they can either block the ventilation or these 

could catch fire 
 Don’t plug too many devices into an electric outlet socket because overloading a socket can 

cause a fire. 
 Make sure you exercise every hour or so on to prevent the health risks outlines from becoming a 

real issue. 
 Carry out an ergonomic assessment on your work station, it may require you to buy new chairs 

or computer hardware to minimize the impact of sitting in front of the screens or typing for long 
periods at a time. 

8.2 e-safety 

8.2.1 

Q) What is meant by personal data? 

Ans) Personal data refers to any data concerning a living person who can be identified either from 
the data itself or from the data in conjunction with other information (for example,’ Peter Smith has 
blue hair and lives at 40 Green Street’ would very clearly identified this individual). 

8.2.2 

Q) Why personal data should be confidential and protected? 

Ans) If the wrong person has access to your data, they can misuse it in a variety of ways: 

 Data could be deleted (e.g. your bank balance could be wiped out) 
 Data could be changed (e.g. you could end up with a criminal record, for something you didn't 

do) 
 Data could be used for blackmail (e.g. your school record might contain information that you 

are embarrassed about, and someone might threaten to reveal it to the press!) 
 Data could be used to help someone impersonate you (e.g. they could apply for a bank loan in 

your name). This is known as Identity Theft 

8.2.3 

Q) How to avoid inappropriate disclosure of personal data? 

Ans) You should always follow sensible precautions when dealing with other people's data: 

 Encrypt files, especially when taken out of the office (e.g. on a memory stick, or sent via e-mail) 



 Use strong passwords 
 Lock your computer when you are away from it 
 Always shred printouts that contain sensitive data 

8.2.4 

Q) Why e-safety is needed? 

Ans) It refers to safety when using the internet, i.e. keeping personal data safe and applies to any of 
the following devices: 

 Mobile phone 
 Computer or tablet 
 Games console 
 Wireless technology 

It highlights the need to educate children and young people about the benefits, risks and responsibilities 
of using information technology. 

e-Safety concerns safeguarding children and young people in the digital world. 

e-Safety emphasises learning to understand and use new technologies in a positive way. 

e-Safety is less about restriction and more about education about the risks as well as the benefits so we 
can feel confident online. 

8.2.5 

Q) Evaluate own use of the internet and use strategies to minimise the potential dangers 

E-safety also refers to the benefits, risks and responsibilities when using ICT. The following list are some 
issues that can be encountered by users of ICT hardware: 

 Don’t give out any personal information to strangers 
 Don’t send people photos of yourself either online or via mobile phone unless the person is 

known to you  
 Always maintain your privacy setting on whatever device is being used online during 

communication 
 Only use websites recommended by your teachers and only use a learner-friendly search engine 
 When accessing the internet make sure the websites being visited can be trusted 

 

 

 



 

8.2.6   

Evaluate own use of email and use strategies to minimise the potential dangers 

Emails are used for the purpose of communication, such as communicating with instructors and professors, keeping 
in touch with friends, requesting information from other people or businesses, applying for scholarships, jobs and 
internships but it is also essential to adopt certain strategies to minimize its potential dangers such as: 

 Include  only people in your email list to whom you already know 
 Think carefully  before opening an email from an unknown person 
 Never email  the school’s name or a picture of a learner in school uniform 
 Make sure there is no response to rude or harassing emails. 
 If harassment continues….your current email account can be deleted and a new one started. 

Your new email address should only be given to a selected few. 
 Very close supervision for young children is recommended. There should be a limit to the email 

correspondence/msn list to be a list of friends and family that has been approved. 

8.2.7 

Use of social media/networking sites and strategies to minimise the potential dangers 

It is extremely important to be vigilant when using social networking sites, instant messaging or chat 
rooms: 

 Block or report anybody who acts suspiciously or who uses inappropriate language 
 Be very careful with the language used in chat rooms 
 Always use nick name and never reveal your real name 
 Keep private and personal data secret 
 Don’t enter private chat rooms- stay public 
 Never arrange to meet anyone for the first time on your own 
 Always tell an adult first and meet the person in a public place 
 Avoid the misuse of images 
 Always use appropriate language 
 Always respect people’s confidentiality 

 8.2.8 

Measures to be taken when playing games on the internet 

Some of the known risks reported over the years include: 

• Violence in the game itself, which can lead no violent behavior in reality 

• Predators  (people who prey on others who they see as vulnerable) 



• Cyber bullying ( the use of electronic communication to bully or threatening a person) 

• Use of webcams 

• Voice-masking technology (to disguise a voice so you can’t tell their sex or age or even their 
accent) 

 It is often overlooked that online games are also a source of cyber attacks on a user’s computer 
or mobile phone-viruses, phishing or spyware are well-reported examples of problem associated 
with certain online gambling. 

8.3 security of data 

There are a number of security risks associated with any electronic device that connects to a 
network (internet or mobile phone networks being the most common).  
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SSL 

 SSL stands for Secure Socket Layer 
 It is a web browser security technology 
 SSL is built into a web browser, SSL allows confidential data to safely pass from tour web browser 

to a distant server via the Internet. 
 The confidential data is encrypted or scrambled so that only the server can read it. 
 For example; e-commerce shops use SSL to keep your credit details secret 
 If SSL is used then a small padlock appears on the bottom right of the browser 
 If you click on padlock, a “certificate” window appears that contains that you are connected to a 

real server and not a fake one. 

 



 

 



 

 

 

 

 

 

 



 

 



 

 

 

 



 

 

 

 

 


